MeToaHyecKkne YKa3aHusl N0 BbINOJHEHHK) NpakTHYeckoii padoTsl
"Jammura nHGopMALNH B WIEKTPOHHBIX JOKYMEHTAX nyreM mwudposaHus H
thopmEpOBAHNS WIEKTPOHHOT nojanucn'’ (LS noas3loBareei Linux)

JIs cO3/IaHud 1 HCTIONIB30BAHUS WIEKTPOHHOIN NOANUCH MBI OY/1IEM HCITOIB30RATE
MPHIAMKEHHE gPa.

GhU Privacy assistant - Clipboard

O cClipboard

Puc 1. OkrHO npuioiKeHns gpa
Jlns ero yeraHoBKH, HEOOXOAMMO B TEPMHHAIE BBECTH KOMAH/LY:
sudo apt-get install gpa

3?[]'[:-,’CTHTC YCTAHOBIICHHOC MPHITOMKCHHC.
Hasmure knonky “Open the keyring editor” ﬁ

[TossuTes OKHO /Ut padOTE ¢ HH(PORBIMH KITHYAMH WH(PPOBAHNSA

GHLU Privocy Assiztont - Key Monoger

B g a0 d | 2O » T O
R Key Manager

Dretnils

LiseT rarre
Firagpicd pai il

Ky 1T
Enpires at

No defailt oy selected 0 the preferences



Puc 2. Okro jutd padoTel ¢ KAKYAMH WH(ppoBaHuA

Haxkmure kHonky Keys — New key
[NosiBuTCS reHeparop Kio4ei

GNU Privacy Assistant - Generate key

Generate key

Please insert your full name.

Your name will be part of the new key to make it easier
for others to |dentify keys.

Your Name: | van

Cancel Forward

Puc 3. Okro reneparopa kimouei

Beeante cBOE nMs ( MAK TO. 4TO XOTHTE BBIJATE 38 HETO)

GHU Privacy Assistant - Generate key

Generate key

Please insert your email address.
Your email address will be part of the new key to make it

easier for others to identify keys. If you have several email
addresses, you can add further email addresses |ater,

Your Email Address: | Ivan.lvan@ik.corm|

Cancel Back Forward

Puc 4. OxkHo BBOIA



Beeaute cBoil Email ( man onaTe sk T0, UTO XOTHTE BLIJATL 34 HETO)

GHNU Privacy Assistant - Generate key

Generate key

It i5 recomimended that you create a backup copy of your
new key, once it has been generated

Do you want ta create a backup copy?

(&) Create backup copy

) Do it later

Canceal Back Forward

Puc 5. OKHO € MPeiosKeHHeM CJIeNaTh PE3EPBHYI0 KONHID KIHoYa

Jlanee nosBUTCA OKHO KOTOPOE NPEATOAKNUT BBECTH (ppasy-napoib Ul 3alnThl
kntoua. Beeaure dpazy-napone u nogreepante €€, [Tocne atoro moxuo Ovaer
COXpaHuTh Qaiin KIoya B NPOH3BOJILHOM MECTE HA KOMITLIOTEPE,

Backup key to file

Name: fhomafonc ecat! gnupg/secrat-key-F6721 780 a5¢

save in falder: [ secretkey Create Folder
- f i

Q, Search

(@ Recantly Used

N oncecat

W Desktop

e s
Generating backup of key: OxF&E721780

Cancel Save

Puc 6. Oxno coxpatenns daiina kmoua



GNU Privacy Assistant - Generate key

Generate key

o A copy of your secret key has been made to the file;
"/home/oncecat) gnupg/secret-key-F&6721780.asc”

This is sensitive information, and should be stored carefully
(for example, on a USB stick kept in a safe place)

Clos

Pic 7. OkHo 00 VCNemHoM co3/IaHii KIioya

TTocne 51oro; B 0kHE padoTel ¢ KIOHAMH NOSBUTCA CTPOUKA COACPIKALLAN BBEIEHBIC
BAMM JIAHHBIE

GHU Privacy Assistant - Key Manager

& & A & ¥ v C W O
ﬁ Key Manager

- TOLet W 152 'l - -

&3 P 2018-12:22 lvan <ivantvan@lk.com>=

Selectad default key: F&7217TB0 Ivan <=lvan.ivani@lk.com=

Puc 8. Orodpaskenne ceprudmkara nocie cosjanis napbl Karoyei

Jlnst Toro, uTo0bl OCYIECTBHTE IH(POBAHNE I NOAMHCH (aiinos s nepejaqun
APYrHM JHLAM, HEOOX0AHMO OOMEHATLCA OTKPBITBIMI Kitovamu . [Lia oToro



HEeOOX0AMMO nepeaats (Galin-Kiod mo KakoMy-Jndo KaHamy ceasH ( 371,1o4ra,
couceTH, (paiitoodMeHHHKH | T1).

Jlanuelii (paii MOKHO OTIIPABHTE JAPYTOMY JIHLLY, YTOOKI:
* Bam morim oTnpaBuTh (hais, samm(poBanneiii N0 BAIEMY OTKPLITOMY KITHOYY
* [Honyuarenb UMen BO3MOKHOCTE NPOBEPHTH BALLY IEKTPOHHYIO M0ITHCH

HMMOopT CTOPOHHErO OTKPRITOrO Kiatoua (ceprudmkara)

JlonmycTum, Bbl MOJYUHIH N0 KAKOMY-TTHOO KaHammy ceazn (aiin, coneprkartnii
OTKPbITHII K104 Apyroro muua. J1ns tToro, 94rodbl ero MoHO OblI0 HCNOIL30BATh

s wnposanus GaiJoR NI NPOBEPKH MIEKTPOHHOH NOANHCH — HEODXOAMMO
HMIOPTHPORATE €10 B MPOrpaMmy gpa.

Jlna aToro HasmmuTe kHonky Import keys :'fi
Buibepure daitn coaeprikauinii OTKPBITLIH KITIOH IPYTOTro KA B OTKPOITE ero

[TosenTCca OKHO YBCOOMITHHOLLICC o0 YCIEXE HMNOpPTa

2 public keys read
o 1 public keys imported
1 public keys unchanged
1 secret keys read
1 secret keys imported

0 secret keys unchanged

Close

Puc 9, Yeegomnenune o0 uMnopre ( COASPKUMOE MOIKET OTIHYATHLCA )
Teneps MMIOPTHPOBAHHLII KITHOY MOABUIICA B TAHHOM OKHE

GMU Privacy Assistant - Key Manager

¢ @ &= A d € O » C W O T
ﬁ Key Manager

- By -» L Mo -
eé. P 2018-12-22 Ivan =lvanivan@lk.com>

3 P 2018-12-22 Your_Friend <Your Fri=nd@gmail.com=

celected delfault key: FET21780 Ivan <lvai.lvan@lk.com>



Puc 10, Peayastar mmnopra knio4a
Teneps, urodsl pacnpposaTe uy:K0iH (ails, HeoOXO UMD HANKATL KHOIKY =

[loABUTCA OKHO. B KOTOPOM MOJKHO BeIOpate daiin ana pacwmdgpoeku. Caenars 310
MO#HO BeiDpae File-Open

GHU Privacy Assistant - File Manager —

+ a &= @B 6 » W o
B File Manager

Puc 11. OkHo (ailnosoro MeHeuxepa gpa

B cneaytoiem okxe BoiDupaem saimdposanHsii (aiin ( od Ovaer umeTh ABoiiHOe
pacuIMpenne) B JaHHOM npuvepe, Ob1 3aiu@poBan J0KYMEHT ¢ paciMpeHnem
docx. B sanm$posanHom Biuae paciumpenue v Hawero ¢aiina Oyaer .docex.asc

GHNU Privacy Assistant - File Manager — = *

+ a e B6 «+ @ o
B File Manager

Momejoncecat/Deskiop/Crypied file.dooxcasc

Puc 12, Buibpan (aiin s aewm§poskn



Jna paciumgposky dhaiina nyaHo Haxkars File-Decrypt , nocae sroro nporpamma
MOMPOCHT Bac BBeCTH (hpazy-napoiib. B cayvae yenexa Bbl NOTYYUTE TAKOE OKHO,
OHO coodaer uro (paiis pactmndporan W MNEKTPOHHAS NMOANNCE BEPHA.

GHNU Privacy Assistant - Verify documents

/homefoncecat/Desktop/Crypted file.docx.asc

Smnatures
W tatu 2 Marne Descripl

19BEFO70 Walid Your_Friend <Your_Friend@gmail.com> Good signature by Your_Friend

Close
Puc 13. ¥Yenewmnan pacimdporka daiina

B cnyuae BBeeHMS HEBEPHOTO MAPONA — Y BAac OyAET eule 2 nonbITKN, ECIH BhI
MPOBATHTE W HX — OKHO NPOrpaMMbl 3aKPOETCA.

Tenepe y nac ecte pacumpoanHblii (haiisn NoaYUEHHBI OT APYTOro YenoBeka.

B cayuae eciii Mbl XOTHM OTNPABUTE 3aLIH(POBAHHLIN WK O MUCAHHLIL (haiin,
HYHKHO BBITOIHUTE CIEAYIOLIEE:

B riasHoM OKHE nporpaMMel OTKphIBaeM (pailsiopbiii MeHeRep =)
Buibupaem aiin kotopsiit Heobxomyo 3awmdposars ¢ noMousio File-Open

3arem, File-Encrypt ,
MOABHTCA CJIEAVIOLIEE OKHO

GNU Privacy Assistant - Encrypt documents X

Public Keys

2018-12-72 wan <tvan lvan@lk com>

Z01B-12-22 Your Friend <Your Friendigqmai. coms

& sign
Sign as

2018-12-72 wan <hvanivanEik coms

2016-12-22 “our_Friend <Your Frendi@gmail.comss

O Arma

Cancal ] o



Puc 14. Oxno wmdporanna/noanucu (paiina

Pa30epém coiepKuMoe 3T0ro OKHa:

["anouka “Sign” No3BoaUT noanucars (haiin BuOpaHHOI 3MEKTPOHHON NOANHCHID
[anouka “Armor” no3sonseT 3ammndposats hain Gpasoii-naponem

GNU Privacy Assistant - File Manager

+ a &= PP B » W o
& File Manager

File
Mmomejoncecat/Desktop/our crypted file.doox

fhomefoncecat/Desktop/our_crypted_file.docx.asc

Puc 15. Pesyvasrar wmdporanus/noanucu daiiaa

Teneps moxHO oTNpaBaATs 3awmppoBaHHklil daiin u Gpasy-napois .

Hna nogmucew aiina 6¢3 wmdpopanna . neodxoammo eeibpats File-Sign

GMU Privacy Assistant Sign documeants
Sign as

2018-12-32 Ivan =<ivan.ivan@lk.com=

2018-12-22 Your Friend <Your Friend@gmall.coms

Signing Mode
®) Sign and compress
) betached signature

] Armaor

Cancel oK

Puc 16. Oxno noanucn daiina



PaccMOTpHM pPesKHMBL MOATTHCH!

Sign and compress — MO3BOINT MOANHUCATH W Cxkath (aiin ( Ovaer cozaan daiin ¢
pacimpeHuamu .doex.gpg)

Detached signature — oTaensHan nojanuce (Oyaer cozaan (aiin ¢ paciimpeHnaMu
docx.sig)

Armor — no3BojuT A0NOJIHHTENLHO 32l THTh Baw (aiin ASCII kogowm ( 310 npocro
c¢nocod npeobpazoeanna HeoOPadOTAHHBIX ABOMUHBIX JAHHEIX MCTIONBAY UL
orpanuuennbie cumBosiel ASCII)

[Toanucanxkie haiiiel MOABATCA B Crncke ha JAMMEI

* a & @8 e » W o
B File Manager

|

/home/oncecat/Desktopjour crypted file.docx
fhome/ancecat/Desktop/our crypted file docx.asc
fhome/oncecat/Desktopfour_crypted_file.docx.sig

fhome/oncecat/Desktop/our crypted file.docx.gpg

Puc 17. OxHo ¢ daiinaMu noanucaHHbIMHE Pa3HbIMK Crioco0aMu

Jng npoBepKH MEKTPOHHON NoANHCH Ha (aiijie NOMETHM LIEAUKOM MBIILH HYZKHBIT
(haiin u 3atem Beibepem File-Verify .
B ciyuae yenexa Bel YBHJIETE CIEAYIOUIEE OKHO!

GNU Privacy Assistant - Verify documents

/homefoncecat/Desktop/our_crypted file.docx

Verified data in file: /fhome/oncecat/Desktop/our_crypted_file.docx
signature: tfhome/oncecat/Desktop/our_crypted_file.docx.sig
Signatures:

I ( : ear Moy
1L taty lse W TTIE

FE7217B0 Valid Ivan <lvan.lvan@lk.com> Good signature by

Close



Puc 18, Yenemmnas nposepka nonncansoro (aina

Ecnn {I]Eljfiﬂ OBl XOTh HA CHMBOJ H3MEHEH — MPUNIOKEHHE OTIOBECTHT O TOM, YTO
MNOONMACE HCBCPHA

GNU Privacy Assistant - Verify documents

/homejoncecat/Desktop/our_crypted file.docx

Verified data in file: /home/oncecat/Desktop/our_crypted file docx
Signature: /homefoncecat/Desktopfour _crypted file.docx.sig
Signatures:

KEev | Cratu Usar Name D¢ rintio:

F67217B0 Bad Ivan <lvan.lvan@lk.com=> Bad signature by

Close

Puc 19. [Moanucannsifi dain He COOTBETCTBYET 3aABJICHHOMY



